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This thread is being forked fromthe original as it doesn't entirely
depend on the user(s) using bridges and this problem | understand

t he purpose of Tor and know i ndividual s, organizations, as well as
governnents use Tor, so why be surprised when governnents use Tor?
But if these individuals are correct, why are dc nodes naking the
exception wth ExcludeNodes and passing through? |Is there an attack
on Tor certain nodes use to bypass this feature?

From Andrew Lewran

"Yes, https://bugs.torproject.orqg/flyspray/index. php?do=detail s& d=1090.

We're still working onit. |In fact, we're working on rewiting the
entire codebase around {Exclude}{Entry| Exit}Nodes options."
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Thanks. May | ask when this bug was first noted? I've only cone across
it in the nost recent version of Tor. Howis it it's a bug when it
openly tells you it's going ahead w thout your pernission to use

a node in exclusion? This would not appear as a bug to nme, nmaybe |I'm
wong. Myself and others have noticed this excludenodes function

often allows specific nodes to pass through with the warning, normally
nodes | abel ed as washdc nodes.

I'"d like to quote froman .onion discussion on this subject, as several
peopl e there feel confortable posting anonynously but may not wish to
post in public here.

Here are sonme comments from anonynous users:
Excl udeNodes |Is Usel ess And Fl awed

- Read The Reply From A Tor Devel oper
http://16nvgsqi vhrungvs. oni on/ ?do=t opi c& d=9974

"I"mnot surprised. They shoul d post nore about what they're really working on
in Tor, such as the bug you nmentioned, which | bet npost didn't know of until
now, on their precious blog: https://blog.torproject.org instead of their

usual

version releases. Wiat's next for the users to find?"

"# 1s this a bug?
#
#Yes

LOL, right, how could it possibly be a bug when the function and response to
the user is printed out? Was this a gemcleverly inserted into the new version
of Tor? | wouldn't be the bit surprised, especially this follow ng the

of fensive and virus |ike "bloxor" nodes di scussed on these foruns and at the
Tor mailing list.

O, maybe, just maybe, the washdc and amazon nodes, along with the 149.* nodes
were tired of being bl ocked. "

"You guys don't read your Onionforumregularly! |I've posted about this nonths
ago, several times in fact. The behaviour | noticed was that it didn't happen
with ALL nodes, only sone seened to plow right on through the Exclude
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condition
(nanely those Washi ngton DC "nystery" nodes - |ong suspected of being LEA s
own

or perhaps even NSA spy nodes).
Second, how can this be a bug? How hard is it to wite the C code that says
n I f

that node's nane is listed in the config, don't use it". It's put forth like
sonme nmassively conplex problemrequiring a full re-wite of the Tor code, but
it's not.

Maybe it's just CALEA for Tor... "

"I concur, ExcludeNodes function is useless as of Tor v0.2.1.22. Sonething has
been added

to negate the ExcludeNodes function, this has never happened to ny Tor usage
prior to

this version.

Try this with your torrc file and the Excl udeNodes option

1. block all nodes used by your ISP (excluding your own, assum ng you're
running as a client only)

2. block all washdc nodes

3. bloack all amazon nodes

4. block all 149.* nodes

5. block all "bloxor" nodes (see related thread on these foruns about "bl oxor"
nodes)

Now, use Tor as a client for a few hours, browsing as you normally do, watch
your tor |ogs and
note the nessage: (where X = nodenane and # = nunerical val ue)

[warn] Requested exit node 'X is in ExcludeNodes or Excl udeExit Nodes.
Usi ng anyway (circuit purpose #).

I've al so seen:
[warn] exit circ (length #, exit *X*)

I"'mcertain the Tor project is probably useless for privacy now when it's
over riding user's configuration policies. It was good while it |asted.

Shoul d anyone pick through the code and di scover how to disable this
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privacy violation, please post here.

"I't never worked.
But there are nore flaws. Think about a path like this:

entry:{us} -> mddel:{us} -> exit:{us} all in the sane country.
entry:{us} -> mddle:{??} -> exit:{us} what ? sane probl em

That happens randomy very often..”

Confirmed exclude nodes not effective for ne as well. |'ve got nixnix and
jalopy in nmy online relays list (they' re supposed to be exluded so shoul dn't
show up) and |'ve just used a node that's supposed to be excluded from Estoni a.
Has anyone el se had nodes not excluded that aren't fromthe US? (mainly
referring of course to those DC nodes)"

[ Another thread which references this oddity: ]

Tor Trapdoors? How To Trigger Them
- try this and see if you can duplicate it
http://16nvgsai vhrungvs. oni on/ ?do=t opi c& d=9854
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To unsubscribe, send an e-mail to majord... @orproject.org with
unsubscri be or-tal k in the body. http://archives.seul.org/or/talk/

twinkletoedturtle
o Re: ExcludeNodes setting bypassed Nick Mathewson
«» Re: ExcludeNodes setting bypassed G-Lo e
o Re: ExcludeNodes setting bypassed Scott Bennett

Reply via email to
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